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TAMPER EVIDENCE FOR HEAVY VEHICLE ON BOARD 
MASS SYSTEMS 
Lloyd Davis, Jon Bunker, Charles Karl, David Cai, 
Transport and Main Roads, Queensland University of Technology, 
Transport Certification Australia, Australia 
ABSTRACT 
On-board mass (OBM) monitoring devices on heavy vehicles (HVs) have been tested in a 
national programme jointly by Transport Certification Australia Limited and the National 
Transport Commission.  The tests were for, amongst other parameters, accuracy and tamper-
evidence.  The latter by deliberately tampering with the signals from OBM primary transducers 
during the tests.  The OBM feasibility team is analysing dynamic data recorded at the primary 
transducers of OBM systems to determine if it can be used to detect tamper events.  Tamper-
evidence of current OBM systems needs to be determined if jurisdictions are to have confidence 
in specifying OBM for HVs as part of regulatory schemes.  An algorithm has been developed to 
detect tamper events.  The results of its application are detailed here. 
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INTRODUCTION 
Transport Certification Australia Limited (TCA) administers the Intelligent Access Program (IAP).  
This program certifies heavy vehicle (HV) telematics service-providers.  Stage 1 of the IAP was 
set up to monitor HV location, time, speed, GPS tamper-evidence and proprietary trailer 
identification (Karl & Han 2007; Karl 2007).  In partnership with the National Transport 
Commission (NTC), TCA last year completed a feasibility project for on-board mass (OBM) 
monitoring systems for HVs (Karl, Davis, Cai et al. 2009).  This was to inform jurisdictions on 
implications with regard to tamper-evidence and accuracy of current OBM systems.  
Accordingly, Australian jurisdictions are now able to consider regulatory schemes incorporating 
OBM (IAP Stage 2) since there were no regulatory OBM schemes for HVs operating anywhere 
else in the world.  Figure 1 shows the interrelationship between the various aspects of the 
project. 
 
Figure 1:  Overall OBM feasibility project task/activity interrelations (Karl 2007). 
The static accuracy testing and issues surrounding OBM systems have been addressed in other 
work (Davis, Bunker, Karl et al. 2010). This paper covers technical issues regarding potential 
use of dynamic data from OBM systems that use air pressure transducer signals to indicate that 
tampering has occurred.  The use of load cell data for a similar purpose has yet to be 
determined (Karl, Davis, Cai et al. 2009). 
It was thought that interrupting air supplies from HV air-sprung suspensions to the primary 
measurement devices (air pressure transducers or APTs) would negate the APT’s ability to allow 
OBM measurement. A test was designed to investigate the possible behaviours of an OBM 
system with respect to this potential tampering threat.  The air lines to air pressure transducers 
(APTs) on the tested OBM systems were configured so that they could be opened or closed off 
using ball valves during travel of the tested HVs over typical uneven pavements.  This test was 
to examine the potential use of dynamic data to detect tampering and the ease with which OBM 
systems could be manipulated by this simple expedient.  The dynamic data recorded for air 
lines open and air lines closed were processed using an algorithm, the Tamper Quality Index 
(TQIx), developed to detect the difference. 
TEST METHOD 
The testing program was conducted in line with Davis et al. (Davis, Bunker, & Karl 2008a; Davis, 
Bunker & Karl 2008b). The test procedures have been outlined elsewhere (Davis, Bunker, Karl 
et al. 2010) but are summarised here as they relate to the testing that recorded dynamic data for 
later analysis. 
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The tested HVs were loaded at four load points, fully laden, 2/3rd laden, 1/3rd laden and unladen 
(at tare).  They were driven over typically uneven but convenient road or transport yard circuits 
at speeds ranging from crawl to approximately 40 km/h. 
Signals from the primary transducers (usually APTs) were recorded by a customised OBM 
system owned by the Queensland Department of Transport and Main Roads.  This was denoted 
the reference OBM system and installed on all HVs tested to provide a constant set of reference 
data against which the test OBM systems were checked for static values.  The static testing is 
covered in other work (Davis, Bunker, Karl et al. 2010) and is verging out-of-scope for this 
paper.  The dynamic data were recorded in 30 s blocks at 41.6 Hz (periodicity 24 ms) within the 
reference OBM system.  The highest frequency of interest in the suspensions tested was axle 
hop.  This phenomenon was expected to be sub-10 Hz, with 15 Hz as the upper bound (de Pont 
1997).  The reference system sampling frequency was 41.6 Hz; the Nyquist sampling criterion 
was therefore met (Meriam & Kraige 1993; Thomson & Dahleh 1998). 
Six circuits per load point per test OBM unit were undertaken with the air lines to the APTs 
unobstructed.  The air lines to the APTs were then blocked and more circuits made by the test 
HV carrying some or all of the test loads.  The means for blocking the air lines using a ball valve 
is shown in Figure 2. 
 
Figure 2: Ball valve installation 
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RESULTS 
Time series 
Figure 3 shows an example of dynamic data logged over a 30 second period at the 41.6 Hz 
sampling frequency. 
 
 
Figure 3: Example of dynamic data 
Frequency series 
Matlab®1 was used to perform fast Fourier transforms (FFTs) on the dynamic data recorded for 
both the tamper and non-tamper data resulting from the two ball valve states.  Figure 4 shows 
an example of a FFT plot of APT data for a non-tamper event.  Figure 5 shows an example of 
an FFT output for dynamic data from a tamper test. 
                                                     
1 MATLAB is a product of The MathWorks, Inc. 
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Figure 4: Example of FFT with logarithmic x-axis as frequency series 
 
Figure 5: Example of FFT of dynamic data for the ball valve in the tamper state 
The FFTs shown indicatively in Figure 4 and Figure 5 (Davis, Bunker & Karl 2009) indicated 
that, for healthy suspensions without tampering, the frequency spectra of the air spring data had 
various peaks from 1.0 Hz to 10 Hz.  There were no corresponding spectral peaks shown in the 
FFT for the tamper events compared with the peaks in the FFT of the APT outputs in the normal 
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operational state.  Further, the frequency peaks shown were a combination of vehicle 
Eigenfrequencies, vehicle geometry and road surface unevenness.  Vehicle Eigenfrequencies 
are related to vehicle dynamics and include such phenomena as body bounce, body pitch and 
axle hop.  Body bounce is usually in the approximate range of 1 to 4 Hz (de Pont 1997).  The 
pitch mode frequency is usually in the 3 to 4 Hz range (Cole & Cebon 1991; OECD 1998).  
Other influences that would be manifest in a FFT of air spring data would be where frequency 
matching between the vehicle Eigenfrequency and the road profile wavelength occurs for a 
given vehicle speed (OECD 1998).  Peaks in the FFT plots shown in Figure 4 correspond to 
these types of influences.  It is not necessary to identify the origin of each peak in the FFT plot 
in detail any further because the tamper metrics discussed below are based on the amplitude of 
the FFT being uneven across the frequency range and comprising peaks and troughs. 
Tamper Quality Index (TQIx) 
To further assist the determination of a tamper event, a measure denoted the Tamper Quality 
Index (TQIx) has been developed. It is a non-dimensional number derived from an algorithm 
that is proprietary information, as intellectual property, jointly owned by the DTMR and TCA.  
Other tampering metrics are being developed by TCA and the Department of Transport and 
Main Roads.  As is proper, details of these are being kept confidential so that they are not 
undermined by unscrupulous activity such as reverse engineering being applied to them.  As 
such, access is restricted with due regard to confidentiality requirements.  A general description 
of the TQIx algorithm and the results of its application are made public here, but specific details 
are restricted for the reasons give above. 
 
The TQIx metric is proposed as one of the quality indicators of OBM data regarding notification 
of a potential tamper event under IAP Stage 2.  The algorithm to yield the TQIx uses, in part, the 
range of the dynamic data.  If the load or the speed increases then the range of dynamic data 
would also be expected to increase.  Accordingly, the TQIx algorithm contains a mechanism to 
normalise the TQIx result so that the values for TQIx occur with their upper and lower bounds 
within a relatively narrow range, irrespective of speed or load. 
 
The TQIx has a range between which the dynamic data from the APTs of a HV may be 
considered to be within specific boundaries for any given HV and operation.  Figure 6 to Figure 
11 use LHS for left hand side, RHS for right hand side and the plots are provided here as 
examples only.  Figure 6 shows an example of a TQIx plot vs. gross vehicle mass (GVM) 
indicating the upper and lower bounds for normal operation and dynamic signal results from 
HVs in this series of tests.  The tampering event data in Figure 6 are shown to be outside the 
normal operational range. 
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Figure 6.  Example of tampering quality index plot against four load points. 
Note the shaded region in Figure 6 represents the normal working range and upper/lower 
bounds of dynamic data of HVs in this series of tests. 
Logistical considerations during testing sometimes necessitated that tampering events were 
conducted only at full load.  In these instances, the healthy TQIx and tamper event(s) are not 
shown as an area and point(s) respectively, as in Figure 6.  Instead, where tampering occurred 
at the full load point only, the healthy TQIx is shown as a linear range between the upper and 
lower points, top right of Figure 7.  The tamper event is depicted as a singularity at the full load 
point in this Figure. 
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Figure 7.  Example of tampering quality index plot against four load points and tamper 
event for full load case. 
Figure 8 to Figure 11 show examples of the tampering quality index plots for the vehicles tested 
in the OBM test programme (Davis Bunker & Karl et al. 2009; Karl Davis Cai et al. 2009).  Note 
that in the following plots, the load points provided relate to the tested GVM of the HV.  The 
designations (for example, “L”, “P”) shown in the plots are anonymised but unique identifiers of 
each set of tests and relate only to the particular HV used, not its configuration or particular 
trailer/prime mover components. 
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Figure 8.  Tampering quality index plot against load points for the LHS truck drive axle. 
 
Figure 9.  Tampering quality index plot against load points for prime mover RHS drive 
axles. 
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Figure 10.  Tampering quality index plot against load points for road train semi-trailer 
LHS axles.  
 
 
Figure 11.  Tampering quality index plot against load points for the RHS dog trailer dolly. 
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DISCUSSION 
Stage 1 of the IAP HV monitoring program has been implemented successfully.  One of the 
many strengths of this program has been the specification and use of multiple GPS data quality 
indicators.  Stage 2 of the IAP will involve on-board mass monitoring.  Multiple quality metrics 
will be derived from the on-board mass data of HVs since one tamper-evident indicator will not 
be sufficient to prove or indicate tampering.  This approach is similar to the use of multiple GPS 
data quality indicators during the development of Stage 1 of the IAP.  Accordingly, normal 
operation of a HV should include a number of expected scenarios including: 
1. movement of the vehicle (detected via GPS tracking capability; IAP Stage 1); 
2. frequency spectrum of the dynamic data including various and multiple peaks above 
(say) 0.2 Hz; 
3. peaks in the frequency spectrum corresponding to between 1.0 and 2.0 Hz, when 
compared with the other frequencies in that range; and 
4. TQIx within healthy bounds. 
A tampering event would have a high improbability of occurrence if scenarios 1 to 4 were 
present. 
The TQIx plots for the vehicles tested in this program show that the tampering events of shutting 
off the air line to the APTs were differentiated from healthy TQIx values by the former being 
outside the healthy TQIx range for normal operation. 
Further, an accelerometer mounted in the OBM module on the chassis is often used to 
determine if the HV is on level ground. Some OBM systems use this feature to provide 
compensation for sloping vehicle stances (Davis 2008). This allows the operator to judge the 
veracity of the OBM system readout accuracy.   More advanced applications of OBM systems 
use an accelerometer to correct the raw transducer data before displaying a mass value (Davis 
2008).  Accordingly, another scenario may be added to the list of quality indicators for OBM data 
reliability: 
5. dynamic signals from the chassis of the vehicle in motion as measured by an 
accelerometer in the OBM unit. 
Should a combination of scenario 1 occur without scenarios 2 to 5 then it is highly likely that 
tampering has occurred. 
Other combinations indicate potential tampering scenarios.  This may be (say) where scenarios 
2, 3 or 4 are not present individually but 5 is.  This combination would indicate another high 
probability of a tamper event. 
If multiple verifications of data from scenarios 1 to 4 were too complex then the simple approach 
of: 
 movement of the vehicle (as detected by GPS); 
 dynamic data being present at the chassis; and 
 an absence of primary transducer signal (due to blocked air line or cables cut), 
would form a basic set of conditions that would indicate a tamper event. 
Tamper detection at other speeds 
A fair comment would be that the low-to-moderate speed circuits undertaken by the test HVs 
during the OBM test program (Karl Davis Cai et al. 2009) would yield different TQIx data from 
that for highway speeds.  Data from APTs were recorded at a range of speeds during other 
testing (Davis 2006).  Figure 12 shows the result of the TQIx algorithm applied to APT data 
recorded during that testing.  The range of the TQIx values resulting from the application of the 
TQIx algorithm to the data from those tests varied from that shown in Figure 6 and Figure 7.  
Nonetheless, the TQIx range for those higher-speed runs stayed within the same order-of-
magnitude as that measured during the lower-speed runs in the OBM test programme. 
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Figure 12.  Examples of tamper quality index plots vs. speed. 
Tamper detection with load cells vs. APTs 
Anecdotal evidence indicates that wedges may be inserted under load cells.  This practice 
apparently results in the load cell output signal being less than that expected for the actual 
applied load.  The test program has shown that this is possible in the static sense (Karl Davis 
Cai et al. 2009). 
Dynamic data from tampered load cells was not collected during the testing.  This was due to 
the inability to connect load cells as primary mass transducers to both the reference system and 
the OBM system under test simultaneously during the test program. The test program design 
was for all primary transducer signals (e.g. APTs) or their characteristic base quantity (e.g. 
pressure) to be monitored by both the reference system and the OBM system under test.  The 
limitation where the load cells could not be connected to both the reference system and the 
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OBM system under test simultaneously was imposed by the physics of the bridges in load cells.  
It was not possible for load cells to be connected to two measurement devices at once.  
Accordingly, no dynamic signals were measured from load cells during these tests.  This was 
regardless of their tamper state. 
Dynamic data from other testing recorded load cell dynamic data (Davis & Sack 2005), however. 
An example of the dynamic signature of a load cell during travel is provided below in Figure 13. 
 
Figure 13: Example of frequency plot from 5th wheel load cell. 
It is anticipated that the TQIx algorithm will allow load-cell tampering to be detected.  This 
detection is expected to be as a result of its application to load cell data after tampering.  The 
similarity of the FFT data shown in Figure 13 to that shown in Figure 4 indicates that this 
approach has a good chance of success. 
CONCLUSION 
Transport industry regulators in Australia would welcome an operational environment where 
tampering with HV systems did not occur.  However, transport industry regulators take the 
pragmatic view that attempts at tampering will occur should OBM systems be implemented in a 
regulatory framework in future.  That such a framework is being considered more widely is 
evident (Clarke & Prentice 2009).  Accordingly, reliable metrics indicating tamper events are 
required. 
Typical deliberate tampering event data from the OBM system testing were analysed.  A set of 
tamper indicators was developed, including testing and validation of an algorithm that would 
indicate a tamper event.  This algorithm was proposed as a way forward for road transport 
regulators and jurisdictions to detect tampering of OBM systems for HVs in combination with 
other logical operations that could be applied to HVs in the field. 
The results have been presented to jurisdictions for their judgement on the applicability of OBM 
to Stage 2 of the IAP (Karl Davis Cai D et al. 2009).  Further, jurisdictions may also now 
consider other applications of OBM as part of their regulatory frameworks. 
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